Texas Association of Counties

Cybersecurity Compliance Training

Free training provided by TAC - we previously used KnowBe4 and | did not
renew the contract (due to price - $12,337.50)

State approved and DIR compliant {in line with HB 1118)

Consists of 1 video covering cybersecurity risks and preventative behavior
followed by a quiz. '

The entire process takes 20 to 30 minutes.
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Tex. Gov't Code § 2054.5191

Saction 2054.5191 - Cyhersecurity Training Required:; Certain Employees and Officials

(a) Bach state agency shall identify state employees who use a computer to complete at least
25 percent of the employee's required duties. At least once each year, an employee
identified by the state agency and each elected or appointed officer of the agency shall
complete a cybersecurity training program certified under Section 2054.519.
(a=1) At least once each year, a local government shall:
(1) identify local povernment employees and elected and appointed officials who have
access to a local government computer system or database and use a computer to perform
at least 25 percent of the employee's or official's required duties; and

(2) require the employees. and officials identified under Subdivision (1) to complete a
cybersecurity training program certified under Section 2054.519,

(a-2) The-governing body of a local government or the governing body's designee may deny
access to the local government's computer system or database to. an individudl described by
Subsection (a-1)(1) who the governing body or the govetning body's designee determines is
noncompliant with the requirements of Subsection (a-1)2).
(b) The governing body of a local government may select the most appropriate
cybersecurity training program certified under Section 2054.519 for employees and officials
of the local government to complete, The governing body shall:
(1) verify and report on the completion of a cybersecurity training program by employees
and officials of the local government to'the department; and

(2) require periodic audits to ensure compliance with this section.

(c) A state agency may select the most appropriate cybersecurity training program certified
under Section 2054.519 for employees of the state agency. The executive head of each state
agency shall verify completion of a cybersecurity training program by employees of the
state agency in a manner specified by the department.
(d) The executive head of each state agency shall periodically require an internal review of
the agency to ersure compliance with this section.
(e) The department shall develop a form for use by state agencies and local governments in
verifying completion of cybersecurity training program requirements under this section. The
form must allow the state agency and local government to indicate the percentage of
employee completion,
(f) The requirements of Subsections (a) and (a-1) do not apply to employees and officials
who have been:

(1) granted military leave;

(2) granted leave under the federal Family and Medical Leave Act of 1993 (29 U.S.C.
Section 2601 et seq.); _
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(3) granted leave related to a sickness or disability covered by workers' compensation
benefits, if that employee no longer has access to the state agency's or local government's
database and systems;

(4) granted any other type of extended leave or authorization to work from an alternative
work site if that employee no longer has access to the state agency's or local government's
database and systems; or

(5) denied access to a local government's computer systetn or database by the governing
body of the local government or the governing body's designee under Subsection (a-2) for
noncompliance with the requirements of Subsection (a-1)(2).

Tex. Gov't. Code § 2034.5191

Amended by Acts 2021, Texas Acts of the 87th Leg. - Regular Session, ch. 51,Sec. 3, eff.
5/18/2021.

Amended by Acts 2021, Texas Acts of the 87th Leg. - Regular Session, ch. 51,Sec. 2, cff.
5/18/2021.

Added by Acts 2019, Texas Acts of the 86th Leg.- Regular Session, ch. 1308,Sec. 3, eff.
6/14/2019.
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TEXAS ASSOCIATION of COUNTIES

Cybersecurity Course Enrollment Form for Counties

Texas Government Code § 2054.5191 requires all county emplovees, elected officials, and
appointed officials who have access to a local government computer system or database and use
a computer to perform at least 25 percent of their duties to complete an annual cybersecurity

training that has been certified by the Texas Department of Information Resources (DIR).

In response to the cybersecurity training mandate and in furtherance of our continued
commitment to our county family, TAC is offering a free cybersecurity course that has been

certified by DIR and fulfills the requirements of the law.

Should your county choose to participate in TAC’s cybersecurity training program, please have
your Commissioners Court approve your county’s participation and complete the enclosed

form and return it via email to SecurityTraining@county.org or fax to (512) 477-1324. For more

information about the underlying legislation and TAC’s cybersecurity training course, please

visit county.org/cybersecurity.
Your course administrator will receive an email notification when your county is enrolled.

Counties are required to report their compliance with the mandate by August 31, 2023.

Enrollment is available on a rolling basis through July 30, 2023.

Printed Name County Name

H. M. D,que-u[por—r_‘ \/r_ Navarro

Authorized Signature Date

£ 2-13-23
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Course Ad:t_tirlistrator (Required) -

Please indicate the individual who will serve as the primary point of contact with TAC staff for
purposes of enrolling participating county officials and employees in the cybersecurity training
course. The designated individual will be asked to provide a list of all participating county em-
ployees and elected officials’ names, email addresses and positions held. The designated individ-
ual will also be asked to regularly add or remove users from access to the training program upon
separation from county employment.

The course administrator will have access to reports reflecting the course completion status of
all participating county employees and elected officials. If your county would like multiple ad-

ministrators, please include their contact information on the following page.

Tiffany Richardson

Name of Administrator:

trichardson@navarrocounty.org
903.875.3399

[.T. Director

Email of Administrator:

Phone Number of Administrator:

Position/Office of Administrator:

County IT Administrator (Required)

Please indicate the individual responsible for IT administration for your county. Upon request,
TAC will coordinate with your IT administrator to facilitate smooth deployment of the cyberse-

curity training program for your personnel and elected officials.

Tiffany Richardson

Name of IT Administrator:

trichardson@navarrocounty.org
903.875.3399

Email of Registrant:

Phone Number of Registrant:
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Additional Course Administrators (Optional)

Please indicate any additional county employees who will have access to regularly add/remove
users from training according to employment changes within the county. Administrators will

have access to reports reflecting the course completion status of all county employees.

Kevin Bussard

Name of Administrator:

kbussard@navarrocounty.org

Email of Administrator:

. 903.875.3368

Phone Number of Administrator

Position/Office of Administrator

|.T. Specialist

Name of Administrator:

Email of Administrator:

Phone Number of Administrator:

Position/Office of Administrator:

Name of Administrator:

Email of Administrator:

Phone Number of Administrator:

Position/Office of Administrator:
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